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Abstract—Nowadays, information security management systems

are important parts of managing a system for better handling of
the information security. In scenarios and situations where safety

management is done by managing protection of malwares, it is
important to manage security issues properly. Cryptography is an

approach which makes possible for a recipient to encrypt and
decrypt the information. A combination of two different strategies

for encryption and decryption in the text encoding will be
transformed into the used all content. The encryption and

decryption key of the content decryption key is used. There are
different types of information. A number, such as finding two large
prime numbers with that product. The number, the size of the RSA
key is large enough to make, it's hard to pinpoint these numbers.

The key, known as the RSA public key, is the most prominent open
encryption. Calculations were used for information exchange. In
this paper, we created a program for simulation and testing of
apply cryptography of Advance Encryption Standard AES)
algorithm with Rivest-Shamir-Adleman (RSA) algorithm for better
performance. In this study, this program is an application of a new

algorithm to be the AES&amp;RSA principle of using a public key
instead of a private key for cryptography, and the testing of
encryption and decryption for the AES&amp;RSA algorithm
resulted in time is no different on the AES algorithm and more
secure encryption and decryption. The results indicated that the

time needed for encoding and decoding of AES&amp;RSA
algorithm has been reduced d.e., efficiency has been improved).

Keywords—Information Security Management System (ISMS);
Cryptography; Encryption; Decryption; Advance Encryption
Standard (AES); Rivest-Shamir-Adleman (RSA)

I. INTRODUCTION

OWADAYS, information security management systems

ISMS) are the one method importance in all manage
system for the information security. In which safety
management is in terms of managing protection about malware,
it is important to manage security. ISO / IEC 27001 is the best
international standard for managing corporate information
security systems. They can create strategies and set directions
for assessment. Measuring and preventing external threats
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through the standard risk management process. The aim of this
standard is ISO / IEC 27001 is to provide organizations with
adequate and systematic management of safety measures
appropriate for the organization's operations. Initially, the
organization has to do a risk analysis of the system against
threats and various weaknesses in the system, and then analyze
and select a control approach and protect various information
appropriately and completely, in which the standard will have a
guideline called the Code of Practice to be used to control
various risks, while this standard also requires the organization
to control the security system and a mechanism for continuous
development as well and cryptography is one of the principles
of the security standard in ISO 27001. Information security
management system The security standard in ISO 27001 has
three qualifications
1) Cconfidentiality a feature that information will not be
published or disclosed to unauthorized persons,
businesses or processes.
2) Integrity, properties of protecting the correctness and
completeness of assets
3) Availability of properties that can be accessed and used
on demand. The company is authorized by ISO /IEC
27001 standard to protect the organization by using 3
layers of protection:

As information becomes more important, information-
security management becomes mandatory. Therefore, all of the
organizational stakeholders at each level, e.g., staff,
management, and board, must be aware of information security
[1].

Another interruption to data security is when certainty occurs.
The information is accessed by unauthorized persons with
spyware. Viruses, malware, denial-of-service attacks, or
ransomware [2]. Various motives can stimulate unauthorized
access. Information including abuse of authority change
information about data theft activities, or /a playful reason [3].

User to access information Users who lack safety knowledge
or awareness also increase their potential. For interrupting
information security [4] information security. Interruptions can
occur from an unlimited type of media, ranging from manual
ones such as mobile flash drives. Network infrastructures such
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as LAN, WAN and the Internet and various bring your own
equipment options [5].

Cryptography is the peculiarity of concealing it. A way that
only the intended recipient can decrypt the information. A
combination of two different strategies - coding and decryption
in The text encoding will be transformed into the used content
image. The encryption and decryption key of the content
decryption key is used. For encoding and decoding, the different
cipher calculations are used that can be divided into two
particular classes. - Symmetric or private key algorithms and
asymmetric or public key calculation symmetric key
calculations use a single key to scramble and decrypt additional
information through the public key Calculation [6,7] uses two
unique keys for encryption and decrypting the encryption key is
known as the private key and its decryption. The key, known as
the RSA public key, is the most prominent open encryption.
Calculations that are used for information exchange [8].

There are different types of information. Use encryption
algorithms such as AES, RSA, DES, 3DES [9,10] which is used
in binary or text data. In the Cryptography Process, it is
considered an important process of information security
management systems (ISMS). Cryptography is the science that
studies how data is stored or secure message when sending from
sender to file of recipients without third party intervention
accordingly. Bruce Scheiner said cryptography is the science
and art of keeping messages safe [11].

In 2012, D. Chen used the Chaotic Logistic Map to generate
the keys of AES algorithm, which reduces the correlation of
round keys and improves the durability of the algorithm [12].

RSA works on the mathematical concept of very large
factorization. A number, such as finding two large prime
numbers with that product. The number, the size of the RSA key
is large enough to make, it's hard to pinpoint these numbers.
This makes factor very time consuming despite using well
known algorithms. RSA security measures greatly depend on
the size of the keys used. which adds randomness to determine
the factor of the number [13,14]? In cryptography we used
modified AES algorithm to encrypt data by using RSA
algorithm security measures.

This paper is organized as follows. Section I introduces the
topic and elaborates on the background of this study. Section II
describes previous studies related to Advance Encryption
Standard (AES) algorithm and Rivest-Shamir-Adleman (RSA)
algorithm. Section III discusses the proposed the program for
simulation of testing about apply Advance Encryption Standard
(AES) algorithm with Rivest-Shamir-Adleman (RSA)
algorithm, and Section IV describes the performance of
simulation for testing application about apply Advance
Encryption Standard (AES) algorithm with Rivest-Shamir-
Adleman (RSA) algorithm and evaluation results. Finally,
Section V, we discuss the conclusions and proposed future
work.

II. LITERATURE REVIEWS

A. Advance Encryption Standard (AES)

AES is a code block intended to replace 3DES for
commercial applications use 128-bit blocks [15]. This 128,192
or 256-bit key size and size, the standard is based on the
Rijndael algorithm [16-17], a symmetric block code AES
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algorithm used three different key lengths These three are called
"AES-128", "AES-192" and "AES-256".

The AES (Advance Encryption Standard) algorithm is
widespread to use in various fields due to its high security,
efficiency, high efficiency and flexibility. The AES algorithm is
packet encryption format Each time encode a plain text size. It
is 128 bits, 128 bits of plain text, divided into 4*4 state matrices.
Status and secret codes are obtained after several rounds of
encryption has three key lengths: 16 bytes, 24 bytes, and 32.
Bytes of The AES encryption process consists of four steps:
SubBytes, ShiftRows, MixColumns and AddRoundKey [18].

In the first round, AddRoundKey is recognized and in around;
It is mainly divided into the following steps:

AddRoundKey

SubBytes

Eil

ShiftRows

MixColumns

AddRoundKey

SubBytes
ShiftRows

MixColumns

Fig.1. AES encryption algorithm flow chart

In the AES algorithm, the encryption algorithm uses a key
that convert the data into unreadable encrypted text, then the
decryption procedure uses the same key to convert the cipher-
text. And back to original data this type of key is symmetrical.
important; Other algorithms require different keys for
encryption. and decoding [19].

In Final Round consists of SubBytes, ShiftRows and
AddRoundKey. The precise steps involved in the algorithm can
be seen in Fig. 1.

In general, the strength of a cryptographic product can be
increased by increasing the number of cycles it takes to process
the data. The AES standard states that the number of cycles is
determined by the length of the numeric key [20,21], as shown
in Table I.

TABLE [
KEY LENGTH AND THE NUMBER OF ROUNDS
Key Length Number of Rounds (Nr)
AES-128 10
AES-192 12
AES-256 14

B. Advance Encryption Standard (AES)

The asymmetric RSA encryption algorithm was proposed by
Ron Rivest, Ad Shamir, and Leonard Adleman in 1978 and the
name consists of the initials of three scholars' surnames [22].
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The security of the RSA algorithm depends on the difficulty
of many important decompositions [23,24]. The principle of
RSA encryption and decryption is as follows: First, the system
randomly generates two large prime numbers p and ¢, and then
uses formula (1) to find the key. private and public keys Finally,
use formula (2) to encrypt and formula (3) to decrypt.

n=p*q, ¢@=(p-1)(g-1) (D
ged(e, ¢ () =1 2
M =Cd mod n 3)

When dealing with RSA, there are two families of low-cost
attacks: single target. At factoring of n (to find prime numbers
p and q) or directly recovering d; the other aims at decrypting
an encrypted message ¢ without knowing d. A Detailed
discussion of AES vs RSA (and others) encryption algorithm)
can be found in [25].

Public key-based encryption algorithms use two types of keys
for encryption and decryption. For this reason, these algorithms
are referred to as asymmetric encryption algorithms. For secure
data communication between sender and receiver, the recipient
will generate a private and public key. Then the recipient sends
the public key to the sender via a secure medium and asks him
to initiate communication. Now, using the public key sender
encrypts the data and sends a key message to the recipient. with
the help of the respective private key. The recipient will decrypt
the code message and receive the original message. The entire
procedure is shown in Fig. 2 as a flow diagram [26,27].

Step 1: Receiver
generates Private
and Public key

Step 2: Receiver
share%Puinc key
with sender

Step 3: Sender
encrypts %essage
with public key

Step 4: Sender
sends cipher text to
Receiver

Step 5: Receiver
decrypts message
with private key

Fig.2. AES encryption algorithm flow chart

III. THE WORKING STRUCTURE AES & RSA JOINT
ALGORITHM

In this paper, we study the using the AES algorithm in
combination with the RSA algorithm, RSA encryption is an
asymmetric key encryption algorithm [28]. In cryptography
using knowledge of modular arithmetic, public-key

cryptography is the most widely used encryption in electronic
transactions. Nicks such as identity verification. In digital
signature and e-commerce, encryption requires a public key and
a private key generated from random numbers. and brought
through the process of RSA algorithm [29-30] is shown in Fig.
3.

1019455678345786901245
4456899233456700980912

8997655437648900988739

Random number

v

/

public key

\

Fig.3. RSA Encryption Procedure

The public key is the one that can be published and shared,
but the private key is only available to the recipient. In other
words, each person can use the same public key to encrypt, but
the decryption depends on the private. the recipient's key to
decrypt is shown in Fig. 4.

Encryption

public key

Cypher Text

Fig.4. RSA Decryption Procedure
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Receiver's side

Fig.5. Working Combined AES&RSA Algorithm

We will use the two algorithms together to encrypt and
decrypt using the methods and steps as shown in Figure 6. It can
be seen that plaintext is used to encrypt using AES algorithm
and key. of AES to encrypt with RSA algorithm and then send
public key and encrypted data to the destination. The destination
has private key to decrypt using RSA algorithm to decrypt the
key of AES. AES, where the AES algorithm is intended for data
encryption and decryption purposes and RSA is used to encrypt
and decrypt the AES key, is shown in Fig 5.

We design and implement AES and AES apply RSA encrypt
decryption system by using software with NetBeans Program
and test and correct the correctness of the program in order to
improve and develop it to be suitable for real use in simulation
program.

Key secretiey = new SecretKeySpeclkey.setBytes(), "AES™);
Cipher cipher = Cipher.getinstancel"AES™;
cipheriniticipherMode, secretKey);

FileOutputStream outputStream;

try (FilelnputStream inputStream = new FilelnputStream(inputFile)} {
byte[] inputBytes = new bytellint) inputFile.length()];
inputStream.read(inputBytes);
byte[] outputBytes = cipher.doFinallinputBytes);
cutputStream = new FileOutputStreamloutputFile);
outputStream.writeloutputBytec);

1

outputStream.closel);

} catch (NoSuchPaddingException | NeSuchAlgerithmException
| InvalidKeyException | BadPaddingException
| llegalBlockSizeException | I0Exception ex) {

throw new CryptoException("Error encryptine/decrypting file, exd; // check for errors

Fig.6. Source Code for receiving files for AES encryption and decryption
algorithm

Source Code for receiving files for AES encryption and
decryption algorithm is shown in Fig 6.

* This methad i called from within the constructor to inftislize the form.

* WARNING: Do NOT madify thic code. The conbent of thic rflhn-u is always
* regenerated by the Form Edor.

=
®SuppressWiemings unchecked’)
#f <editor-fold defsultstate="collapsed” desc="Genarsted Code">

private void inftComponents {

btnchoooer = nesw javexawing ButtonGroup(;
jButton] = nevw jem saing IButton(t
jButton = nev jmacesingButton;

jLaall = new javaswing JLabell);
btnchoose = new jsvacosing JButton(;
bdtotalenc = new javescewing MLabei(
tdlocation — new javexswing TextTialdl
jLatal? - naw javecswinglaballl;
jEcrollFanel = new jrvecewing JEoallPanell
titenc m new javaiswing ek Aneal
bdtotaldac — new javecawingLabait
jEorollPanel = new jmemcewing SorollPanall;
fddec = new javmceaing JTedAneall

PR AES - mew jeveswing RadioButton(t
rolbtnAFSASE, = naww javeswing MadioButtonl

eetDefauttlose Cperation|javaewing WindowConstants EXIT_ON CLOSER

jButton] sefTest Encryptc
jButton L addActionListenarnaw jave awt event ActionListener]) {
public void sctionParformedijave st evant ActionEvent evt) [
jButtonlActionPerfomed(evil

1

Fig.7. Source Code to encrypt the common algorithm AES&RSA by
encrypting the key and sending the key to the destination

Source Code to encrypt the common algorithm AES&RSA
by encrypting the key and sending the key to the destination is
shown in Fig 7.
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packil
¥/ <leditor-fold>

peivate void jButtonl ActionPerdformed|jave swt.event.ActionEvent i) [
if {relbtnAES isSalacted(])
{
Etring flename = bilocation petTad;
File cutputFie = new File(EncryptedFilecEncryptad AEST:
File iInputTile = new Filsiflenamel;
byte [ keyaes = null;
vl
keynes = Files readAUEytesPaths petOnekey Sacrettey "It
}eatch (ICException ex) {
Legger.getlogper Main.clacs. prtiameliL o Leve L EEVERE, null, =
1
String bey = new Stringkeysesh
long ctarttime = Syctem curnentTimeMillisl;
try{
REL mcryptlkey. inputFile, cutputFilel

Logges getl ozgerbain clac ssthism el logLevel SEVERE. null e
1
i
byte 05 = Siies rencliBytes{Faths get EnoryphesFles Enorypted AZE7)
Strirg bt = new Stringlel
bdenceetText{bd],
} catch (I0Exception e {
Logger. getloppenMain.cla. pathame(iL oL eve  EEVERE, null, exl;
1

Fig.8. Source Code for the interface page for encryption and decryption. and
timing for encoding and decoding

Source code for the interface page for encryption and
decryption. and timing for encoding and decoding is shown in
Figure 8.

IV. THE WORKING STRUCTURE AES & RSA JOINT
ALGORITHM THE PERFORMANCE OF SIMULATION FOR TESTING
APPLICATION ABOUT APPLY ADVANCE ENCRYPTION
STANDARD (AES) WITH RIVEST-SHARMIR-ADLEMAN(RSA)
ALGORITHM

1. The operation of process 1 4.
To choose AES and AES&RSA algorithm is shown in Fig 9.

} catch (CryptoExcepticn ex) { 3.

o

@25 () AEGandASA

Open Fis

T
‘ Encifpt Decyst

I J

Ercript Tivm - 28475 Dacrypt Tima : null

Fig.10. The process of the AES Algorithm in Encryption

The operation of process 3
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To decrypt is performed using the AES algorithm. is shown

in Fig 11.

Prs Opan File
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mahwauuvmca how - v. [0 it

Syl A IEsdLAECAS

Fonic Dbkl = sHBnS Usakisl- g
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T A00EE \’vﬂn(n el R P s»\s,one‘_) A0KESS - 1L TR WOFDS and numDers thal ar (540 % escrits 1o mgj
i
Ll oIl [ — =
| Encafot ] Decirnt |
EncryptTima : 26473 Dcryp Tims - 1513a

Fig.11. The process of the AES Algorithm in Decryption

The operation of process 4

shown in Fig 12.

UCREND LTI s Bl 01 PTDjACtE i eF NaiENDe 511 | Open i

() aEs  (QAESmdnma

N

Choose for lAES Choose for AES&RSA

Encrrmt Deenit

Enr Tl D T - Aul

Fig.9. The choosing AES and AES&RSA algorithm

2. The operation of process 2

To encrypt is performed using the AES algorithm is shown
in Fig 10.

Open Fis
(JAES  I®) AES ana RSA

FaO @ AoME]VIFT- Lo .« dooM oG EoBuc0ting 0o |4
ILEFHPI |$zu$—:£m'o ik 1

e I
Ny G

A'gAECEHEEs 100!

iz Bh SN AL L0 LG T
Drurﬂud JE *Lifi=GAZMIA DA e B U Hilh-Bi
Lo M Fag oy RiE ¢ 0520 BLENG

- 00 §IT10RA
2 AL AT ZREPRE

_evEan.'c:u oraLluED TEATAAD Wu'spxr;&b'j
KAMIachTi2AT e ABGEEVIRGh BbelidmRA="P-r SRk

-0",ROER: [®
-k T
Entnpt | Dayet
Encrypl Time : 2,624 Dyt Time: rull

To encrypt is performed using the AES&RSA algorithm is

Fig.12. The process of the AES&RSA Algorithm in Encryption
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In the testing, we use the file to encrypt and decrypt the file
size to be 47,224 KB and there are 100 rounds of testing is
shown in Fig 14.

5. The operation of process 5
The last process to decrypt is performed using the
AES&RSA algorithm.is shown in Fig 13.

il AT c JeciFingiEND pan File

LI AES I AES andREA

Falre Aot 1o o' o oo s
i AndI'm Joraathan Evans

The Azmocizks i thiz story, Ashles Tre P

Nards in This Slory
scanner-n.a deves hatreads or copies inkrmalion or images inko 3

xa0dh - @ ihin s¥ip of dough Tiai is mada fram laur, watsr, and agg|
mizmeTEni - 0. e ack of puting someane in a prizen kr polbcal rea:
Tt =i ¥ NG O B80ECi50TE00E 07 0VRINNg) 32 3 00
illaw - 43 permi

ranedarm -u 4 change (samehing| complely

uIboCnarge - . 10 Gdd 3peed o Grergy 1o Semething

|
\ddiEss - 0. the WOrTs and rumiers il are used 1o describe he loca
=, - tl

P e T,

Oempt

Doy Time - 15128

Encnp ‘

Encrypl Time: 26245

Fig.13. The process of the AES&RSA Algorithm in Decryption

Testing Time(s) |
Key Size 128bit AES |  AEs&Rmsa |
Encrypt | Decrypt | Encrypt | Decrypt

1] 3.547 1.891 2.973 1.447

2 291 1789 | 2.628 1.385

3] 2.653 1.646 2.551 1.411

4| 2.754 1.422 2.566 1.379

5| 2.785 1.617 2.533 1.373

6 2.683 1.332 2.674 1.356

7| 2.407 1.462 2,58 1.368

8 2.449 1.856 2.548 1.409

9| 2.146 1.878 2,529 1.41

10| 2.118 1.857 2.558 1.376

91) 2.662 1.435 2.621 1.431

92| 2.859 1.434 2.638 1.451

93| 2.895 1.484 2.68 1.436

94| 2.67 1.562 2.671 1.467

95| 2.81 1.441 2.864 1.436

96| 2.704 1.423 2.609 1.414

97| 2.631 1.441 2.647 1.447

98| 2.87 1.448 2.841 1.446

99| 2.628 1.444 2.623 1.426

100| 2.956 1.534 2.652 1.443
Total 259.237| 146.851| 257.792| 130.019
Averge Time 2.59237| 1.46851| 2.57792| 1.39919

Fig.14. 100 rounds of testing

The performance of simulation for testing application about
apply Advance Encryption Standard (AES) algorithm with
Rivest-Shamir-Adleman (RSA) algorithm to compare between
AES algorithm and AES&RSA algorithm the time for
encrypting and decrypting can be shown in Figure 26. The
average time for encrypting 100 rounds of testing of AES
algorithm is 2.59237 s and The average time for decrypting 100
rounds of testing of AES algorithm is 1.46851 s. The average
time for encrypting 100 rounds of testing of AES&RSA
algorithm is 2.57792 s and The average time for decrypting 100
rounds of testing of AES&RSA algorithm is 1.39919 s. Which
the result of comparing between AES algorithm and AES&RSA
algorithm, you can see the interval has a reduced value time both
of the encrypting and decrypting for AES&RSA algorithm and
more secure encryption and decryption.

S.PATTANAVICHAI

CONCLUSION

The main objective of this paper is to study to find new
algorithms in order to obtain high-security algorithms. and the
time it takes to encrypt and decrypt which is not different from
AES algorithm. This paper focuses on simulation of a program
through encryption and decryption to compare 2 algorithms
between AES algorithm and AES&amp;RSA algorithm. In this
work, we initially studied the working principles of AES and
RSA algorithms, and then we created the simulation of a
program based on the encryption and decryption methods.

In other words, in this study, we designed and implemented
the AES and RSA algorithms and we applied the
AES&amp;RSA algorithm for encryption and decryption
system by using software running with the NetBeans program.
Subsequently, we tested and evaluated the accuracy of the
program in order to improve and develop it to be suitable for
real-life situations and scenarios. The AES algorithm was
chosen because of its popularity worldwide. The RSA algorithm
also was chosen because of its high security regarding the
encryption and decryption processes.

However, execution speed of the commands depends on the
equipment and specifications of computers used and their
operating speed. In cases when a slow computer is used, the
experiment may let the computer freeze both in normal mode
and Safe Mode.

In the future work, we will apply this simulation program on
other algorithms such as; 3DES (Data Encryption Standard),
Diffie-Hellman, and TwoFish, etc., with the intention of finding
the best method which can be used in testing, encryption and
decryption processes resulting in the highest level of security
possible.
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