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Abstract— Nowadays, information security management systems 

are important parts of managing a system for better handling of 

the information security. In scenarios and situations where safety 

management is done by managing protection of malwares, it is 

important to manage security issues properly. Cryptography is an 

approach which makes possible for a recipient to encrypt and 

decrypt the information. A combination of two different strategies 

for encryption and decryption in the text encoding will be 

transformed into the used all content. The encryption and 

decryption key of the content decryption key is used. There are 

different types of information. A number, such as finding two large 

prime numbers with that product. The number, the size of the RSA 

key is large enough to make, it's hard to pinpoint these numbers. 
The key, known as the RSA public key, is the most prominent open 

encryption. Calculations were used for information exchange. In 

this paper, we created a program for simulation and testing of 

apply cryptography of Advance Encryption Standard (AES) 
algorithm with Rivest-Shamir-Adleman (RSA) algorithm for better 

performance. In this study, this program is an application of a new 

algorithm to be the AES&amp;RSA principle of using a public key 

instead of a private key for cryptography, and the testing of 

encryption and decryption for the AES&amp;RSA algorithm 

resulted in time is no different on the AES algorithm and more 

secure encryption and decryption. The results indicated that the 

time needed for encoding and decoding of AES&amp;RSA 

algorithm has been reduced (i.e., efficiency has been improved).  
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I. INTRODUCTION 

OWADAYS, information security management systems 

ISMS) are the one method importance in all manage 

system for the information security. In which safety 

management is in terms of managing protection about malware, 

it is important to manage security.  ISO / IEC 27001 is the best 

international standard for managing corporate information 

security systems. They can create strategies and set directions 

for assessment. Measuring and preventing external threats 
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through the standard risk management process. The aim of this 

standard is ISO / IEC 27001 is to provide organizations with 

adequate and systematic management of safety measures 

appropriate for the organization's operations. Initially, the 

organization has to do a risk analysis of the system against 

threats and various weaknesses in the system, and then analyze 

and select a control approach and protect various information 

appropriately and completely, in which the standard will have a 

guideline called the Code of Practice to be used to control 

various risks, while this standard also requires the organization 

to control the security system and a mechanism for continuous 

development as well and cryptography is one of the principles 

of the security standard in ISO 27001. Information security 

management system The security standard in ISO 27001 has 

three qualifications 

1) Cconfidentiality a feature that information will not be 

published or disclosed to unauthorized persons, 

businesses or processes. 

2) Integrity, properties of protecting the correctness and 

completeness of assets 

3) Availability of properties that can be accessed and used 

on demand. The company is authorized by ISO / IEC 

27001 standard to protect the organization by using 3 

layers of protection:  

As information becomes more important, information-

security management becomes mandatory. Therefore, all of the 

organizational stakeholders at each level, e.g., staff, 

management, and board, must be aware of information security 

[1]. 

Another interruption to data security is when certainty occurs. 

The information is accessed by unauthorized persons with 

spyware. Viruses, malware, denial-of-service attacks, or 

ransomware [2]. Various motives can stimulate unauthorized 

access. Information including abuse of authority change 

information about data theft activities, or /a playful reason [3]. 

User to access information Users who lack safety knowledge 

or awareness also increase their potential. For interrupting 

information security [4] information security. Interruptions can 

occur from an unlimited type of media, ranging from manual 

ones such as mobile flash drives. Network infrastructures such 
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as LAN, WAN and the Internet and various bring your own 

equipment options [5]. 

Cryptography is the peculiarity of concealing it. A way that 

only the intended recipient can decrypt the information. A 

combination of two different strategies - coding and decryption 

in The text encoding will be transformed into the used content 

image. The encryption and decryption key of the content 

decryption key is used. For encoding and decoding, the different 

cipher calculations are used that can be divided into two 

particular classes. - Symmetric or private key algorithms and 

asymmetric or public key calculation symmetric key 

calculations use a single key to scramble and decrypt additional 

information through the public key Calculation [6,7] uses two 

unique keys for encryption and decrypting the encryption key is 

known as the private key and its decryption. The key, known as 

the RSA public key, is the most prominent open encryption. 

Calculations that are used for information exchange [8]. 

There are different types of information. Use encryption 

algorithms such as AES, RSA, DES, 3DES [9,10] which is used 

in binary or text data. In the Cryptography Process, it is 

considered an important process of information security 

management systems (ISMS). Cryptography is the science that 

studies how data is stored or secure message when sending from 

sender to file of recipients without third party intervention 

accordingly. Bruce Scheiner said cryptography is the science 

and art of keeping messages safe [11]. 

In 2012, D. Chen used the Chaotic Logistic Map to generate 

the keys of AES algorithm, which reduces the correlation of 

round keys and improves the durability of the algorithm [12]. 

RSA works on the mathematical concept of very large 

factorization. A number, such as finding two large prime 

numbers with that product. The number, the size of the RSA key 

is large enough to make, it's hard to pinpoint these numbers. 

This makes factor very time consuming despite using well 

known algorithms. RSA security measures greatly depend on 

the size of the keys used. which adds randomness to determine 

the factor of the number [13,14]? In cryptography we used 

modified AES algorithm to encrypt data by using RSA 

algorithm security measures. 

This paper is organized as follows. Section I introduces the 

topic and elaborates on the background of this study. Section II 

describes previous studies related to Advance Encryption 

Standard (AES) algorithm and Rivest-Shamir-Adleman (RSA) 

algorithm. Section III discusses the proposed the program for 

simulation of testing about apply Advance Encryption Standard 

(AES) algorithm with Rivest-Shamir-Adleman (RSA) 

algorithm, and Section IV describes the performance of 

simulation for testing application about apply Advance 

Encryption Standard (AES) algorithm with Rivest-Shamir-

Adleman (RSA) algorithm and evaluation results. Finally, 

Section V, we discuss the conclusions and proposed future 

work.  

II. LITERATURE REVIEWS 

A. Advance Encryption Standard (AES) 

AES is a code block intended to replace 3DES for 

commercial applications use 128-bit blocks [15]. This 128,192 

or 256-bit key size and size, the standard is based on the 

Rijndael algorithm [16-17], a symmetric block code AES 

algorithm used three different key lengths These three are called 

"AES-128", "AES-192" and "AES-256". 

The AES (Advance Encryption Standard) algorithm is 

widespread to use in various fields due to its high security, 

efficiency, high efficiency and flexibility. The AES algorithm is 

packet encryption format Each time encode a plain text size. It 

is 128 bits, 128 bits of plain text, divided into 4*4 state matrices. 

Status and secret codes are obtained after several rounds of 

encryption has three key lengths: 16 bytes, 24 bytes, and 32. 

Bytes of The AES encryption process consists of four steps: 

SubBytes, ShiftRows, MixColumns and AddRoundKey [18]. 

In the first round, AddRoundKey is recognized and in around; 

It is mainly divided into the following steps: 

 
Fig.1. AES encryption algorithm flow chart 

In the AES algorithm, the encryption algorithm uses a key 

that convert the data into unreadable encrypted text, then the 

decryption procedure uses the same key to convert the cipher-

text. And back to original data this type of key is symmetrical. 

important; Other algorithms require different keys for 

encryption. and decoding [19]. 

In Final Round consists of SubBytes, ShiftRows and 

AddRoundKey. The precise steps involved in the algorithm can 

be seen in Fig. 1. 

In general, the strength of a cryptographic product can be 

increased by increasing the number of cycles it takes to process 

the data. The AES standard states that the number of cycles is 

determined by the length of the numeric key [20,21], as shown 

in Table I. 
TABLE I  

KEY LENGTH AND THE NUMBER OF ROUNDS   

Key Length Number of Rounds (Nr) 

AES-128  10 

AES-192  12 

AES-256  14 

B. Advance Encryption Standard (AES) 

The asymmetric RSA encryption algorithm was proposed by 

Ron Rivest, Ad Shamir, and Leonard Adleman in 1978 and the 

name consists of the initials of three scholars' surnames [22].  
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The security of the RSA algorithm depends on the difficulty 

of many important decompositions [23,24]. The principle of 

RSA encryption and decryption is as follows: First, the system 

randomly generates two large prime numbers p and q, and then 

uses formula (1) to find the key. private and public keys Finally, 

use formula (2) to encrypt and formula (3) to decrypt. 

 

n = p * q,   ɸ (n) = (p-1) (q- 1)                                               (1) 

 

gcd(e, ɸ (n)) = 1                                                                     (2) 

 

M = Cd mod n                                                                      (3) 

 

When dealing with RSA, there are two families of low-cost 

attacks: single target. At factoring of n (to find prime numbers 

p and q) or directly recovering d; the other aims at decrypting 

an encrypted message c without knowing d. A Detailed 

discussion of AES vs RSA (and others) encryption algorithm) 

can be found in [25]. 

Public key-based encryption algorithms use two types of keys 

for encryption and decryption. For this reason, these algorithms 

are referred to as asymmetric encryption algorithms. For secure 

data communication between sender and receiver, the recipient 

will generate a private and public key. Then the recipient sends 

the public key to the sender via a secure medium and asks him 

to initiate communication. Now, using the public key sender 

encrypts the data and sends a key message to the recipient. with 

the help of the respective private key. The recipient will decrypt 

the code message and receive the original message. The entire 

procedure is shown in Fig. 2 as a flow diagram [26,27]. 

 

 
Fig.2. AES encryption algorithm flow chart 

III. THE WORKING STRUCTURE AES & RSA JOINT 

ALGORITHM 

In this paper, we study the using the AES algorithm in 

combination with the RSA algorithm, RSA encryption is an 

asymmetric key encryption algorithm [28]. In cryptography 

using knowledge of modular arithmetic, public-key 

cryptography is the most widely used encryption in electronic 

transactions. Nicks such as identity verification. In digital 

signature and e-commerce, encryption requires a public key and 

a private key generated from random numbers. and brought 

through the process of RSA algorithm [29-30] is shown in Fig. 

3. 

 
Fig.3. RSA Encryption Procedure 

The public key is the one that can be published and shared, 

but the private key is only available to the recipient. In other 

words, each person can use the same public key to encrypt, but 

the decryption depends on the private. the recipient's key to 

decrypt is shown in Fig. 4. 
 

 

Fig.4. RSA Decryption Procedure 
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Fig.5. Working Combined AES&RSA Algorithm 

 

 

We will use the two algorithms together to encrypt and 

decrypt using the methods and steps as shown in Figure 6. It can 

be seen that plaintext is used to encrypt using AES algorithm 

and key. of AES to encrypt with RSA algorithm and then send 

public key and encrypted data to the destination. The destination 

has private key to decrypt using RSA algorithm to decrypt the 

key of AES. AES, where the AES algorithm is intended for data 

encryption and decryption purposes and RSA is used to encrypt 

and decrypt the AES key, is shown in Fig 5. 

We design and implement AES and AES apply RSA encrypt 

decryption system by using software with NetBeans Program 

and test and correct the correctness of the program in order to 

improve and develop it to be suitable for real use in simulation 

program. 

 
Fig.6. Source Code for receiving files for AES encryption and decryption 

algorithm 

Source Code for receiving files for AES encryption and 

decryption algorithm is shown in Fig 6.  

 

 
Fig.7. Source Code to encrypt the common algorithm AES&RSA by 

encrypting the key and sending the key to the destination 

Source Code to encrypt the common algorithm AES&RSA 

by encrypting the key and sending the key to the destination is 

shown in Fig 7. 
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Fig.8. Source Code for the interface page for encryption and decryption. and 

timing for encoding and decoding 

Source code for the interface page for encryption and 

decryption. and timing for encoding and decoding is shown in 

Figure 8. 

IV. THE WORKING STRUCTURE AES & RSA JOINT 

ALGORITHM THE PERFORMANCE OF SIMULATION FOR TESTING 

APPLICATION ABOUT APPLY ADVANCE ENCRYPTION 

STANDARD (AES) WITH RIVEST-SHARMIR-ADLEMAN(RSA) 

ALGORITHM 

1. The operation of process 1 

To choose AES and AES&RSA algorithm is shown in Fig 9. 
 

 
Fig.9. The choosing AES and AES&RSA algorithm 

2. The operation of process 2 

To encrypt is performed using the AES algorithm is shown 

in Fig 10. 

 
Fig.10. The process of the AES Algorithm in Encryption 

3. The operation of process 3 

To decrypt is performed using the AES algorithm. is shown 

in Fig 11. 

 
Fig.11. The process of the AES Algorithm in Decryption 

4. The operation of process 4 

To encrypt is performed using the AES&RSA algorithm is 

shown in Fig 12. 

 
Fig.12. The process of the AES&RSA Algorithm in Encryption 
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In the testing, we use the file to encrypt and decrypt  the file 

size to be 47,224 KB and there are 100 rounds of testing is 

shown in Fig 14. 

 

5. The operation of process 5 

The last process to decrypt is performed using the 

AES&RSA algorithm.is shown in Fig 13. 

 
Fig.13. The process of the AES&RSA Algorithm in Decryption 

 
Fig.14. 100 rounds of testing 

The performance of simulation for testing application about 

apply Advance Encryption Standard (AES) algorithm with 

Rivest-Shamir-Adleman (RSA) algorithm  to compare between 

AES algorithm and AES&RSA algorithm the time for 

encrypting and decrypting can be shown in Figure 26. The 

average time for encrypting 100 rounds of testing of AES 

algorithm is 2.59237 s and The average time for decrypting 100 

rounds of testing of AES algorithm is 1.46851 s. The average 

time for encrypting 100 rounds of testing of AES&RSA 

algorithm is 2.57792 s and The average time for decrypting 100 

rounds of testing of AES&RSA algorithm is 1.39919 s. Which 

the result of comparing between AES algorithm and AES&RSA 

algorithm, you can see the interval has a reduced value time both 

of the encrypting and decrypting for AES&RSA algorithm and 

more secure encryption and decryption. 

CONCLUSION  

The main objective of this paper is to study to find new 

algorithms in order to obtain high-security algorithms. and the 

time it takes to encrypt and decrypt which is not different from 

AES algorithm. This paper focuses on simulation of a program 

through encryption and decryption to compare 2 algorithms 

between AES algorithm and AES&amp;RSA algorithm. In this 

work, we initially studied the working principles of AES and 

RSA algorithms, and then we created the simulation of a 

program based on the encryption and decryption methods.  

In other words, in this study, we designed and implemented 

the AES and RSA algorithms and we applied the 

AES&amp;RSA algorithm for encryption and decryption 

system by using software running with the NetBeans program. 

Subsequently, we tested and evaluated the accuracy of the 

program in order to improve and develop it to be suitable for 

real-life situations and scenarios. The AES algorithm was 

chosen because of its popularity worldwide. The RSA algorithm 

also was chosen because of its high security regarding the 

encryption and decryption processes. 

However, execution speed of the commands depends on the 

equipment and specifications of computers used and their 

operating speed. In cases when a slow computer is used, the 

experiment may let the computer freeze both in normal mode 

and Safe Mode.  

In the future work, we will apply this simulation program on 

other algorithms such as; 3DES (Data Encryption Standard), 

Diffie-Hellman, and TwoFish, etc., with the intention of finding 

the best method which can be used in testing, encryption and 

decryption processes resulting in the highest level of security 

possible. 
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