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Abstract—This paper presents a statistical analysis of the 

enhanced SDEx (Secure Data Exchange) encryption method, using 

a version that incorporates two session keys. This method has not 

previously been combined with the BLAKE3 hash function. The 

statistical analysis was conducted using the NIST Statistical Test 

Suite. Several real-world sample files were encrypted using the 

proposed method and then subjected to statistical analysis through 

selected tests from the NIST suite. These tests aimed to determine 

whether the resulting ciphertexts meet the criteria for 

pseudorandomness. Additionally, compression tests were 

performed using WinRAR, which confirmed that the ciphertexts 

are not compressible. 
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security; secure transmission; secure data exchange method; SDEx 
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I. INTRODUCTION 

ODERN digital infrastructure is experiencing 

unprecedented growth in the volume of transmitted data, 

which directly impacts the demand for efficient and secure 

information protection mechanisms. As highlighted in the Cisco 

Annual Internet Report (2018–2023) White Paper [1], global IP 

traffic has been growing exponentially—with over 29 billion 

connected devices by 2023 and an increasing amount of data 

generated by mobile applications, cloud computing, and the 

Internet of Things (IoT). Similar trends have been observed by 

other researchers, who emphasize the rapid expansion of end-

user devices and applications that require secure data 

transmission [2],[3]. 

In parallel with this growth, the demands for data encryption 

are also increasing – not only in terms of the level of security 

provided but also regarding time and energy efficiency. Recent 

literature emphasizes that data protection – both in transit and at 

rest – has become one of the most critical challenges facing 

modern information systems [4],[5]. High entropy of ciphertexts 

and resistance to cryptographic attacks must go hand in hand 

with minimal computational overhead, especially in cloud 

environments and edge computing systems [6]. 

The performance of cryptographic algorithms is crucial not 

only from the perspective of end users but also for data centers 

and large-scale systems that process vast amounts of data. 

Reducing the number of processor cycles required to perform 
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cryptographic operations directly translates into energy savings, 

which significantly impacts the operational costs and energy 

efficiency of data infrastructure [7],[8]. As pointed out in works 

such as [9],[10], energy savings achieved by optimizing the 

cryptographic layer can be a critical factor in supporting the 

sustainable development of information technologies. 

In this context, increasing attention is being given to the 

design of modern, lightweight cryptographic algorithms that 

combine high attack resistance with computational efficiency. 

Studies such as [11]-[13] indicate that the development of new 

hash functions and encryption methods optimized for 

parallelization and streaming (e.g., BLAKE2, BLAKE3, 

SipHash) is essential for scalable and future-proof security 

systems. The implementation of such algorithms can provide 

measurable benefits both in resource-constrained environments 

(embedded systems) and in distributed cloud infrastructures 

serving millions of users in real time. 

This paper presents a statistical analysis of the Enhanced 

Secure Data Exchange (SDEx) encryption method, strengthened 

through the use of the BLAKE3 cryptographic hash function. 

The statistical quality of the resulting ciphertext – alongside 

encryption speed and security level – is one of the essential 

indicators of a cryptographic algorithm’s effectiveness. 

Notably, SDEx has the potential to serve as an alternative to the 

widely used AES algorithm. A core component of SDEx is the 

hash function, which plays a central role in its encryption 

process. 

Previous studies have examined SDEx in conjunction with the 

SHA-256 and SHA-512 hash functions, as documented in the 

publications “Statistical Analysis of Enhanced SDEx 

Encryption Method Based on SHA-256 Hash Function” [14] 

and “Statistical Analysis of Enhanced SDEx Encryption Method 

Based on SHA-512 Hash Function” [15]. In both cases, the 

method passed all statistical tests and was deemed secure for 

practical use. Additionally, the publication “Analysis of the 

Possibility of Using Selected Hash Functions Submitted for the 

SHA-3 Competition in the SDEx Encryption Method” [16] 

explored various SHA-3 candidate algorithms and concluded 

that BLAKE3 was the only one meeting all necessary criteria 

for secure integration with SDEx.  

Given BLAKE3's high security – comparable to that of SHA-

256 and SHA-512 – along with its superior performance and  
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flexibility (e.g., support for data streaming), it stands out as a 

particularly attractive choice for real-time, high-throughput 

encryption applications. 

II. ENHANCED SECURE DATA EXCHANGE (SDEX ) METHOD 

The SDEx (Enhanced Secure Data Exchange) method has 

already been presented in the author's previous publications 

[14]-[19].  

This method is a block cipher algorithm, and its security and 

speed are based on the security and speed of the hash function 

used, which acts as a dynamic pseudorandom bit sequence 

generator. Below (Figure 1) is a slight modification of the 

method presented that allows for two-way authentication of 

both the sender and the recipient. The main session key is 

created from two subkeys exchanged by the sender and the 

recipient using asymmetric cryptography. We can describe this 

modification as an enhanced SDEx encryption method with a 

double session key. It may be used in situations where 

authentication of the sender and recipient is required, e.g. in 

instant messaging [19].  

The symbols used in the encryption scheme (Figure 1) and in 

the equations (1-11) are shown below: 

• M1, M2, . . .  Mi  - plaintext blocks, 

• C1, C2, . . .  Ci  - ciphertext blocks, 

• h1, h2, . . . hk  - particular iterations of hash 

computation, 

• HS1  - hash from the first session key, 

• HS2 - hash from the second session key, 

• HS1++S2 - hash from the concatenation of first and 

second session key, 

• ⊕ - XOR operation, 

• ++ - concatenation of two strings. 
 

The individual steps of the SDEx encryption method are 

described by equations and have the following form: 

C1 = M1 ⊕  HS1⊕  H S1++ S2  (1) 

C2 = M2 ⊕  HS1 ⊕  HS2   (2) 

C2k+1 = M2k+1 ⊕   hk ⊕   hk−1  k ≥ 1 (3) 

C2k+2 = M2k ⊕   HS2 ⊕   hk k ≥ 1 (4) 

h1 = hash (H S1++ S2; M1++M2 )  (5) 

h2 = hash (( h1 ⊕ H S1++ S2); M3++M4 )  (6) 

hk = hash ((hk-1 ⊕  hk-2); M2k-1++M2k )  k ≥ 3 (7) 

 

 
Fig. 1. Enhanced SDEx encryption method with a double session key. 

The decryption process is described by equations: 

M1 = C1 ⊕   HS1 ⊕  H S1++ S2,  (8) 

M2 = C2 ⊕  (HS1 ⊕  HS2 )  (9) 

M2k+1 = C2k+1 ⊕  hk ⊕  hk−1 k ≥ 1 (10) 

M2k+2 = C2k ⊕  HS2 ⊕  hk k ≥ 1 (11) 

 

The above formulas, describing the encryption and 

decryption process using the SDEx method, show that the main 

factor influencing the efficiency of the algorithm is the 

efficiency of the hash function used. The publication [16] 

presents a comparison of the computational efficiency of 

selected popular hashing algorithms. It shows that the BLAKE 

3 hash function offers the highest efficiency per processor 

thread, as well as a better security margin than hash functions 

from the Grøstl, JH or Keccak groups. 

In the paper [16] it was also proved that the use of the BLAKE 

hash function in the SDEx encryption method, instead of hash 

functions from the SHA-2 family (SHA-256 and SHA-512), 

will increase the speed of its operation several or dozen times 

(depending on the use of the BLAKE2 or BLAKE3 hash 

function) compared to AES while maintaining similar level of 

security (Figure 2). 

 

 
 

Fig. 2. Speed comparison of BLAKE3 to other popular hash functions [20]. 
 

In summary, the SDEx method will find application in almost 

every case where symmetric encryption is required. The version 

presented in this paper with two session keys using the 

BLAKE3 hash function will find the best application in the 

context of various types of network applications. 

III. RESEARCH OF THE PSEUDO-RANDOMNESS OF THE TEST 

FILES ENCRYPTED WITH THE SDEX METHOD 

The methodology for testing the pseudo-randomness of test 

files encrypted using the SDEx method was the same as in the 

author's previous works [14], [15]. Five real files (not artificially 

generated) were selected for testing: 

• TXT – text file with the letter "a" (10 000 000 bytes), 

• TXT – text file containing the book's content (493 764 

bytes), 
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• PDF – documentation of BLAKE3 (304 371 bytes), 

• JPG – graphic file (4 226 902 bytes), 

• MP3 – music file (4 250 112 bytes). 

The tests are performed using a program developed by NIST, 

the NIST Statistical Test Suite [21].Each file will be statistically 

analyzed for four tests, which were selected based on the 

publication [22]: 

1. Frequency test - the purpose of this test is to 

determine whether the number of ones and zeros in a 

sequence is approximately the same as would be 

expected for a truly random sequence (minimum 

sequence size: 100 bits, acceptable p-value: ≥ 0.01). 

2. Block Frequency test - the purpose of this test is to 

determine whether the frequency of ones in an M-bit 

block is approximately M/2, as would be expected 

under the assumption of randomness (minimum 

sequence size: 100 bits, acceptable p-value: ≥ 0.01). 

3. Cumulative sum - the purpose of the test is to 

determine whether the cumulative sum of partial 

sequences occurring in the tested sequence is too large 

or too small in relation to the expected behavior of the 

cumulative sum for random sequences (minimum 

sequence size: 100 bits, acceptable p-value: > 0.01). 

4. Runs test - the purpose of the Runs test is to determine 

whether the number of runs of ones and zeros of 

varying lengths is as expected for a random sequence. 

Specifically, this test determines whether the 

oscillation between such ones and zeros is too fast or 

too slow, which allows us to determine whether the 

sequence is random (minimum sequence size: 100 

Bits, acceptable p-value: ≥ 0.01). 

The number of sequences has been set to 1000 as a constant 

value. Due to varying file sizes, the number of bits in a sequence 

will need to be variable (see Table 1). 
 

TABLE I  

NUMBER OF BITS IN A SEQUENCE AND THEIR SIZES FOR INDIVIDUAL FILES 

 
File type File size (bytes) Number of bits  

per sequence 

TXT (a) 10 000 000 80 000 

PDF 304 371 2 430 

JPG 4 226 902 33 687 

TXT 493 764 3 840 

MP3 4 250 112 33 920 

 

Additionally, each file will be subjected to a compression test 

using WinRAR to ZIP format in the "best" compression mode 

(see chapter 3). 

Below there are the results of tests of individual files, which 

are presented in the form of: 

• a histogram showing the frequency of the occurrence 

of P-values on 10 subintervals of interval [0,1]; all P-

values from all tests were taken to the histogram (4 

tests with 1000 sequences in each = 4000 P-values); 

the distribution should be as close as possible to the 

even distribution, 

• a chart on which the individual numbers of statistical 

tests are on the X axis (order as in assumptions) and 

corresponding to them sequence proportions that 

passed the test for the selected significance level α = 

0.01 on the Y axis; the ideal result is a situation in 

which 1 out of 100 sequences would be rejected or in 

other words 99% of the sequences would pass the test 

(on the graph it is a green line); the dashed gray line 

shows the minimum acceptable sequence ratio that 

should pass the selected statistical test - in presented 

research it is 98,06%. 

 
Fig. 3. Histogram for the cryptogram of the TXT file with the letter "a". 

 

 
Fig, 4. Chart for the cryptogram of the TXT file with the letter "a". 

 

 
Fig. 5. Histogram for the cryptogram of the PDF file. 



4 A. HŁOBAŻ, M. PAWLAK 

 

 
Fig. 6. Chart for the cryptogram of the PDF file. 

 

 

 
Fig. 7. Histogram for the cryptogram of the JPG file. 

 

 

 
Fig. 8. Chart for the cryptogram of the JPG file. 

 

 
Fig. 9. Histogram for the cryptogram of TXT file of the book. 

 

 

 
Fig. 10. Chart for the cryptogram of TXT file of the book. 

 

 

 
Fig. 11. Histogram for the cryptogram of the MP3 file. 
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Fig. 12. Chart for the cryptogram of the MP3 file. 

 

To summarize the results, each of the p-value distribution 

tests shows an even distribution among the given value ranges. 

Also, each test of accepted sequences for each file has a value 

close to the expected value of 0.99 and not less than 0.9805607 

defined as the acceptable minimum. 

IV. COMPRESSION TESTS 

Since the compression tests using the NIST package could 

not be performed due to the insufficient size of the test files, 

these tests were replaced by an alternative innovative approach 

presented in [23]. Based on [23], to determine whether a file is 

a random bit sequence, it should not be compressible. In other 

words, the size of the file after compression should be at least 

the same as its original size. The latest version of WINRAR 6.24 

was used for the compression tests, and the files were 

compressed in the “BEST” mode. The following table (see 

Table II) shows the results of these tests. 

As a result of compressing files encrypted with the SDEx 

method using the BLAKE3 hash function, it can be seen (see 

Table II) that the size of each file has increased minimally due 

to the additional information placed in their headers, such as the 

file name, size, etc. Their sizes are approximately 200-1700 

bytes larger than the corresponding unencrypted files. To 

summarize, it can be stated that the SDEx method with BLAKE 

hash function applied successfully passed compression tests for 

selected test files. 

 

TABLE II 

RESULTS OF COMPRESSION TESTS 

File 

type 

File size 

(Bytes) 

File size after 

compression (Bytes) 

Level of 

compression (%) 

unencrypt. encrypted unencrypt. encrypted 

TXT (a) 10 000 000 10 603 10 001 682   99,89 0,00 

PDF 304 371 300 536 304 583 1,26 0,00 

JPG 4 226 902 4 150 942 4 227 707 1,80 0,00 

TXT 493 764 208 128 494 016 57,85 0,00 

MP3 4 250 112 4 229 870 4 250 920 0,48 0,00 

CONCLUSIONS 

In the face of the dynamic development of digital 

infrastructure and the growing demand for secure and efficient 

data protection mechanisms, it is essential to design modern 

cryptographic solutions that combine strong attack resistance 

with low computational overhead. This article presented a 

statistical analysis of the Enhanced Secure Data Exchange 

(SDEx) encryption method, utilizing the BLAKE3 hash 

function—an algorithm distinguished by both a high level of 

security and excellent performance, particularly in real-time 

environments and distributed systems. 

Previous research has shown that SDEx, in combination with 

various hash functions, meets rigorous cryptographic quality 

requirements, and its integration with BLAKE3 represents a 

significant step toward improving its efficiency. Thanks to its 

properties, BLAKE3 may serve as a robust alternative to 

traditional functions such as SHA-256 or SHA-512, while 

offering superior performance in the context of modern, scalable 

information systems. 

These findings confirm the importance of further developing 

and implementing lightweight, optimized cryptographic 

 

 

algorithms in response to contemporary challenges related to 

data security and energy-efficient processing. 
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